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i. Glossary 
 

DPA – Data Protection Act 

GDPR – General Data Protection Regulations 

DCC – Durham County Council. 

BITS – Bede’s Information Technology Services 

ICO – Information Commissioner’s Office 

ICT – Information and Communications Technology (or the department within DCC Resources 
bearing that name) 

IS – Information Security 

Personal information - Information that can be used to uniquely identify, or can be used with 
other sources to uniquely identify a single individual. 

PIN - Personal Identification Number (for example, as used to secure a mobile phone) 

Sensitive information – Information which includes any of the following types of information 
about an identifiable, living individual: 

 racial or ethnic origin 
 political opinions 
 religious beliefs 
 trade union membership 
 physical or mental health  
 sexual life 
 commission of offences or alleged offences 

SIM - Security Identity Module (removable card found within mobile phones) 
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5. Introduction 
 

1.1 The purpose of this guidance document is to assist in the protection of all information 
assets owned and used by Academy employees from the risks posed by inappropriate 
use.   This includes protecting equipment and information from unauthorised or unlawful 
access, accidental or deliberate loss, damage, theft, disclosure or destruction.  
  

1.2 As a user of ICT equipment you are at the front-line of the Academy’s information 
security defences. Your actions will do more than anything else to keep our stakeholder 
information secure. 
 

1.3 It is the personal responsibility of all employees (temporary or permanent), contractors, 
agents and anyone else processing information on our behalf to comply with this 
guidance and keep our equipment and information secure. Agency workers who are 
required to use the Academy’s systems should also be made aware of, and will be 
expected to comply with this policy.  
 
 

Training 
1.4 The dissemination of this guidance will be supported by training, which will be made 

available to all staff.  
1.5 Reference to this guidance will also be incorporated within employee induction. 

 
 
Disclosure of Information 
1.6 Personal or sensitive business information held by the Academy can only be disclosed, 

whether internally or externally, when the person holding the information is fully satisfied 
that the requestor is authenticated and is legally entitled to the information.  
  

1.7 The disclosure of personal information is subject to the Data Protection Act.  
 
6. Use of ICT equipment 
 

2.1 Academy ICT equipment, systems or information must not be used for your private 
commercial use, nor for personal political purposes.  
  

2.2 Responsible personal use of Academy ICT equipment is permitted during your own time. 
  

2.3 The usage of electronic storage must be reserved for Academy business use; our 
storage systems have a significant cost attached and their use for personal or private 
purposes will be seen as an abuse of resources. Academy ICT personnel reserve the 
right to delete files of a personal nature found on Academy resources in order to protect 
service delivery.  
 

2.4 The Academy maintains logs of the ICT system usage. In the event of suspected misuse, 
these logs will be made available for inspection in line with safeguarding and HR 
procedures. 
 

2.5 Academy systems incorporate numerous security mechanisms, which protect both the 
systems and the staff using them. It is essential that the integrity of these is maintained at 
all times. If problems arise, contact BITS for assistance. 
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2.6 Usage of, and access to, Academy ICT equipment by third parties is subject to the 

Acceptable Use Policy. Please liaise with the Network Manager in this regard.  
 

2.7 Loss of ICT equipment must be reported immediately to your line manager or the 
Network Manager. 

 
 

3. Internet usage 
 
3.1 The Academy encourages use of the Internet as a learning tool and to help us maximise 

our efficiency and effectiveness. The Internet must be used for lawful purposes only and 
you must comply with relevant legislation.  

 
3.2 Academy provision must not be used to access any inappropriate material.  Take 

particular care when downloading; if in doubt, consult the BITS Team. 
 
 
 
Guidelines 
 Inappropriate material includes, but is not limited to, anything that might be considered: 

 racist 
 sexist 
 defamatory 
 sexually explicit 
 gambling-related 
 offensive 
 illegal 
 trading sites; particularly with regard to running your own business 

 Certain sites, and types of site, are restricted by Academy internet filtering. However, 
this isn’t infallible so if any inappropriate sites are not yet restricted, this should not be 
seen as implied consent.  

 If you inadvertently access inappropriate material, this should be reported to the BITS 
online helpdesk. This will enable ICT to block future access to such sites and will 
provide mitigating evidence that your access was inadvertent. 

 
 

4. E-mail usage 
 

4.1 When it is necessary to share information in furtherance of Academy business, the 
preference must always be to do so via the provided shared network drive. We do not 
encourage direct e-mail, however signposting via email is acceptable.  

 
4.2 E-mails bearing personal or sensitive information must only be sent to recipients who 

have the need and right to access it. Cross reference the 8 principles of Data protection 
and the 8 Golden Rules for Information Sharing (displayed in school and appended to 
this document).  

 
4.3 When it is essential and appropriate to send e-mail containing personal or sensitive 

information to an address outside of the Academy, it must be ensured that the 
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transmission method is secure. Safeguarding practice is to attach the sensitive 
information as an encrypted document (please refer to IM email for instructions) rather 
than provided within the body of an email.  
 

4.4 It is your responsibility to ensure that you use the correct addresses in your e-mails – 
especially those including personal or sensitive information. In the event of you mis-
addressing such an e-mail, you must report it to your line manager or the Director of 
Academy Services as a potential data breach. Similarly, if you receive a mis-addressed 
e-mail. 

 
4.5 If you suspect that an e-mail you receive contains a virus, you must report it to the BITS 

online help desk immediately. Such e-mails must not be forwarded to anyone. 
 
4.6 Usage of your Academy e-mail account for personal use is at the Academy’s discretion 

and must be within your own time.  
 
4.7 Your e-mail account has a finite storage limit and is not designed to be a filing system. 

You must manage your e-mails so that important information is retained in appropriate 
storage areas.  
 

4.8 Monitoring 
4.9 The Academy maintains logs of e-mail traffic, (not content). In the event of suspected 

misuse, these logs will be made available for inspection in line with the safeguarding and 
HR procedures. 

 
 
 
Guidelines 
 Information can be shared, when appropriate, by the use of shared folders on the 

Academy network and Academy Learning Gateway. 
 In the event of a data breach, the emphasis will be on resolving the breach, rather than 

apportioning blame. 
 The Internet Usage section of this policy contains further guidance on what constitutes 

inappropriate material. 
 The Academy e-mail gateway is capable of blocking viruses and inappropriate content. 

If any such material gets through, this should not be seen as implied consent. 
 

 
5. Telecommunications  
 
5.1 Telephone conversations involving sensitive information should be conducted discreetly 

and, where possible, in private. Personal data should only be given where there is a 
business need to do so and the identity of the other party is certain.  

 
5.2 Only approved telephony services are allowed. 
 
Mobile phones 
5.3 All Academy mobile devices must be acquired through the DCC corporate contract. 

 
5.4 Academy mobile phones must have both their SIM and voicemail PINs enabled and set 

to something other than their default setting.  
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5.5 Business data should only be stored on a mobile phone if there is a genuine 

business need and should be deleted as soon as that need has ended. You must 
ensure that your personal mobile device is password/pin or biometric protected. 

 
 

6. Access to systems  
 
6.1 You must only attempt to gain access to systems which you have authority to use, using 

the credentials that have been assigned to you. 
 
6.2 All users of Academy systems are given a Username and Password; these are unique 

and must not be compromised. You must not share your password with anyone and you 
will be held responsible for all activity using your credentials. It is recommended that 
passwords are created to the following criteria: 
 
 At least 8 characters long. 
 At least one capital letter (eg A); 
 At least one lower case character (eg a); 
 At least one numerical digit (eg 1); 
 
Remember, to be aware of your surroundings when logging on to the system.  
Again, good practice to have a unique password for Academy purposes. 

 
6.3 The data that you have access to when using Academy systems must be handled in line 

with the Academy Data Protection Policy and legislation.  
 
6.4 Information created or collected during your work for the Academy remains the property 

of the Academy. Such information can be accessed by management in circumstances 
where there is a business need to do so.  

 
 
 
Guidelines 
 It is a criminal offence under the Data Protection Act 1998 to knowingly or recklessly; 

obtain, disclose, sell or offer to sell personal information, without the permission of the 
data controller 

 In managing information as part of your duties, the preference should be to store it 
within a specific network drive or a shared storage area (such as the Learning 
Gateway).  

 There should be no expectation of personal privacy on Academy systems. It is therefore 
advisable not to store private material on Academy systems. 

 Anything stored on Academy systems can be disclosable under a Subject Access 
Request (Data Protection). 

 Your absence shouldn’t get in the way of carrying out the business of the Academy, 
hence the potential need to access your information in your absence. 

 The suggested password criteria is a minimum; you should aim to make yours as 
complex as you can, whilst remaining the ability to remember it. 
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7. Security of equipment and information  
 
7.1 Whenever you leave your workstation, you must lock your computer as a minimum. 

CTRL – ALT-  DELETE keys simultaneously. 
 
7.2 All personal and sensitive business information must be locked away when unattended 

and not left on desks.  
 

7.3 When sensitive or personal information needs to be disposed of, this should be done 
securely in a manner that prevents the information being accessed or reconstructed.  

 
7.4 When printing confidential information, it should be collected immediately to prevent 

unauthorised access.  
 
7.5 You must not connect unsecure devices to Academy ICT systems. Academy business 

information must not be transferred onto unsecure mobile devices or media. 
Please contact the Network Manager if in doubt. 

 
Disposal 
7.6 For the destruction of paper-based information, you must use the Academy procured 

shredding service. Please liaise with the Premises Manager for Shred It bags. School 
skips must not be used to dispose of confidential or sensitive information. 

 
7.7 For the destruction of electronic equipment or media, you must contact the BITS Team, 

this will include memory sticks when they have been cleared of information. 
 
Remote working 
 
7.8 Any mobile computing device (tablet, mobile phone, memory storage devices) bearing 

personal or sensitive information must be encrypted using methods approved by BITS 
Services. It is however, highly recommended that staff utilise the remote desktop or 
Onedrive if working from home; again, being aware of surroundings. Additional security 
will be installed, i.e. two form factor authentication.  

 
7.9 Mobile computing devices bearing personal or sensitive information must only be taken 

out of the Academy when there is essential business need to do so. For your personal 
safeguarding, you should be able to demonstrate that you have permission from your 
direct line manager to take a device away from Academy premises, whether for a 
particular instance or on a longer term basis. If in doubt, please liaise with the Network 
Manager for alternative secure methods to access data remotely. 

 
7.10 Mobile computing equipment must be kept secure at all times, out of sight of 

opportunistic thieves. Whenever such a device is taken outside of the Academy, every 
reasonable effort should be taken to minimise the opportunity for loss, theft or damage. 

 
 
Paper-based information 

 

7.11 When taking paper records out of the office, consider the risks associated with its 
potential loss or theft and review whether the same information can be transported 
electronically.  Make sure the minimum amount of paper is taken out of the office. 
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7.12 When it is essential to post paper-based information, consideration must be given to 
using registered or other secure mail services, depending on the sensitivity of the 
information. Remember often confidential information is recorded in staff planners 
and diaries.        
 

 
 
 
 
Guidelines 
 To lock your computer temporarily, you must hold down the keys Ctrl-Alt-Delete at the 

same time. Then click Lock Computer.  
  Different devices have different capabilities, so you should take time to understand how 

yours works and what this means for the security of the information it contains.  
   All reasonable steps should be taken to protect information. For example, where 

information needs to be taken outside of the Academy for work purposes: 
 If a device or paperwork needs to be left at home overnight, protect it in the most secure 

manner available. If a locked cupboard is available, use it. Alternatively, ensure it is out 
of sight and that it there is nothing visibly to suggest it being there (e.g. laptop bag). 

 In the case of transporting information from site to site, consider carefully whether you 
can avoid leaving information behind in your vehicle. If not, ensure it is either locked in 
the boot or obscured from view. 

 Where it isn’t possible to be in proximity of your ICT equipment, you should avoid it 
being left on view in vehicles, public transport or any other public space; left unsecured 
on desks overnight; or left in vehicles overnight. Always use the most secure methods 
available to you at any given time. 

 All of these policy statements apply equally when you working from home. 
 

8. Information Security Incidents  
 
When any of the eight principles of the DPA are not complied with, a data breach is considered 
to have occurred.  
 
8.1 It is the responsibility of all members of staff to maintain vigilance about the security of 

information and to report any suspected incident. 
 
8.2 If you become aware of an IS incident you must report it to the Director of Academy 

Services, in compliance with the Academy data Protection Policy.  
 
 
 

9. Social Media and Online Participation  
 
9.1 The Academy recognises the value of social media (SM), particularly as a means of 

building participation and engagement. However, these tools must be treated with 
respect and caution as they can introduce risks to the Academy’s information 
assets and reputation. 

 
9.2 You are personally responsible for any information you publish. Your behaviour online is 

subject to the requirements of the Acceptable Usage Policy. 
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Guidelines 
 Although you might think that you’ve been careful about how much you reveal 

about your identity, it is possible to combine details from a number of sources to 
create quite a detailed picture of who you are and where you work. 

 Take care to set your SM privacy settings to limit access to your information and 
identity. Be careful who you accept as friends. 

 Although some SM sites claim to have “secure” or “protected” areas, you need to 
consider how confident you can be about the level of security and the potential outcome 
if these security measures fail. 
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Appendix 1 
Eight  

Data Protection Principles 

 

Anyone processing personal data must comply with the eight Data Protection Principles 
of good practice.  These Principles are, in some cases, legally enforceable.  Some of them 
are quite obvious but others are more difficult to understand.  What is important is that 
they all must be satisfied.  Complying with one does not exempt you from the other 
seven.  It is vital therefore that staff have a basic understanding of each one.  If the 
Principles are understood, the whole Act will fall into place. 

 

The principles are:- 

 

1. fairly and lawfully processed 

 

2. processed for limited purposes and not in any manner incompatible  

    with those purposes 

 

3. adequate, relevant and not excessive 

 

4. accurate and where necessary, up to date 

 

5. not kept for longer than is necessary 

 

6. processed in line with the data subject’s rights 

 

7. security 

 

8. personal information shall not be transferred to countries outside 
the EEA without adequate protection 
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Eight Golden Rules 

for Information Sharing 

 

1. Remember that the Data Protection Act is not a barrier to sharing 
information but provides a framework to ensure that personal information about 
living persons is shared appropriately. 

 

2. If there are concerns that a child may be at risk of significant harm or an 
adult at risk of serious harm, then it is your duty to follow the relevant 
procedures without delay. Seek advice if you are not sure what to do at any stage 
and ensure that the outcome of the discussion is recorded. 

 

3. Be open and honest with the person (and/or their family where appropriate) 
from the outset about why, what, how and with whom information will, or could be 
shared, and seek their agreement, unless it is unsafe or inappropriate to do so. 

 

4. Seek advice if you are in any doubt, without disclosing the identity of the 
person where possible. 

 

5. Share with consent where appropriate and, where possible, respect the 
wishes of those who do not consent to share confidential information. You should 
go ahead and share information without consent if, in your judgement, that lack of 
consent can be overridden in the public interest, or where a child is at risk of 
significant harm. You will need to base your judgement on the facts of the case. 

 

6. Consider safety and well-being: Base your information sharing decisions on 
considerations of the safety and well-being of the person and others who may be 
affected by their actions. 

 

7. Necessary, proportionate, relevant, accurate, timely and secure: Ensure 
that the information you share is necessary for the purpose for which you are 
sharing it, is shared only with those people who need to have it, is accurate and 
up-to-date, is shared in a timely fashion, and is shared securely. 

 

8. Keep a record of your decision and the reasons for it – whether it is to share 
information or not. If you decide to share, then record what you have shared, with 
whom and for what purpose. 
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Eight Things You Need to Know About E-mail 
 
1. E-mail has replaced telephone calls and memos 

As communicating by e-mail is quick and easy, many people have replaced telephone conversations and 
memos with e-mail discussions. However, the language in which e-mail is written is often less formal and 
more open to misinterpretation than a written memo or a formal letter. Remember that e-mail should be 
laid out and formulated to your school’s standards for written communications.  

 
2. E-mail is not always a secure medium to send confidential information 

You need to think about information security when you send confidential information by e-mail. The 
consequences of an e-mail containing sensitive information being sent to an unauthorised person could be 
a fine from the Information Commissioner or it could end up on the front page of a newspaper. Confidential 
or sensitive information should only be sent by a secure encrypted e-mail system. Never put personal 
information (such as a pupil’s name) in the subject line of an e-mail. 

 
3. E-mail is disclosable under the access to information regimes 

All school e-mail is disclosable under Freedom of Information and Data Protection legislation. Be aware 
that anything you write in an email could potentially be made public. 

 
4. E-mail is not necessarily deleted immediately 

E-mails can remain in a system for a period of time after you have deleted them. You must remember that 
although you may have deleted your copy of the e-mail, the recipients may not and therefore there will still 
be copies in existence. These copies could be disclosable under the Freedom of Information Act 2000 or 
under the Data Protection Act 1998. 

 
5. E-mail can form a contractual obligation 

Agreements entered into by e-mail do form a contract. You need to be aware of this if you enter into an 
agreement with anyone, especially external contractors. Individual members of staff should not enter into 
agreements either with other members of staff internally or with external contractors unless they are 
authorised to do so. 

 
6. E-mail systems are commonly used to store information which should be stored somewhere 

else 

All attachments in e-mail should be saved into any appropriate electronic filing system or printed out and 
placed on paper files. 

 
7. Employers must be careful how they monitor e-mail 

Any employer has a right to monitor the use of e-mail provided it has informed members of staff that it may 
do so. Monitoring the content of e-mail messages is a more sensitive matter and if you intend to do this 
you will need to be able to prove that you have the consent of staff. If you intend to monitor staff e-mail or 
telephone calls you should inform them how you intend to do this and who will carry out the monitoring. 

 
8. E-mail is one of the most common causes of stress in the work-place 
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While e-mail can be used to bully or harass people, it is the sheer volume of e-mail which often causes 
individuals to feel that they have lost control of their e-mail and their workload. Regular filing and deletion 
can prevent this happening. 

 

Changes to data protection law:  

Background 
The rules on data protection are shortly to change, with the introduction of the EU's General Data 
Protection Regulation ("GDPR") from 25th May 2018.  This will affect how schools and academy trusts 
collect, store and share information about pupils and employees.  It is important to be aware of, and 
prepare for, the changes now. 

What is changing? 
The GDPR contains a range of new rights for individuals in respect of their personal data, and new 
obligations which those who control and/or process data must comply with. 

Some of the most significant changes are as follows: 

•    Obligation to obtain consent: the GDPR has a much more strict consent requirement before schools 
can lawfully process personal data.  This will impact on the way in which we collect information about 
pupils, employees, parents, governors and others.   

Consent must be specific, freely given, informed and unambiguous.  Pre-ticked boxes, 'opt-outs' and 
'implied consent' will not be enough.  For employees, automatically including a consent clause as part of 
the employment contract will not be sufficient.  When the processing of personal data has multiple 
purposes, each purpose must have consent.   

Importantly, an individual has the right to withdraw their consent (for any or all processing purposes) at 
any time. 

•    Right to access information: the GDPR gives individuals the right to access their personal information 
(a 'data subject access request'), which must be provided by an organisation without delay (within no more 
than one month of receipt of the request - reduced from 40 days), free of charge (previously a £10 charge 
could be requested).   

•    Obligation to display privacy notices: privacy notices will need more detail under the GDPR, including 
information about who data might be passed to and how to complain.  The GDPR also contains new 
provisions to enhance the protection of children's personal data.  Where services are offered directly to a 
child, the privacy notice must be written in a clear, plain way that a child will understand. 

•    The right to be forgotten: individuals will have the right to request that organisations delete their 
personal data in certain circumstances (e.g. their data is no longer necessary for the purpose for which it 
was originally collected).  This could include a former employee asking for a poor disciplinary record to be 
deleted. 

•    'Legitimate interest' justification for data processing: schools may currently process personal data 
about pupils/employees on the basis that it is necessary for the purposes of the legitimate interests of the 
school or academy trust, and that the processing doesn’t prejudice the rights, freedoms or legitimate 
interests of the person whose data is being shared.  There are two changes to this in the GDPR , both of 
which mean schools and academy trusts are very likely to need to find alternative justifications for data 
processing: 

o    The GDPR removes the legitimate interest justification for public authorities.  Although there is no 
definition of "public authorities" in the GDPR, it is likely that it will include schools and academy trusts, as 
is the case under current data protection law. 

o    The legitimate interest justification in the GDPR makes specific reference to the need to consider the 
interests and rights of children, where their data is being processed.  This means that, even if the 
legitimate interests justification could be relied on, any decision to process children's data would need to 
be carefully documented and a risk assessment conducted.   
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•    Data breach notification: organisations must notify the ICO of all data breaches without undue delay 
and where feasible within 72 hours, unless the data breach is unlikely to result in a risk to the individuals 
concerned.  If the breach is likely to result in high risk to individuals, the GDPR requires organisations to 
inform those individuals "without undue delay" as well. 

•    Increased fines: the GDPR will increase the maximum fines that may be imposed in respect of data 
protection breaches, up to a maximum of €20million or 4% of turnover, whichever is greater. 

What should we be doing to prepare? 
We should get a head start on preparing for the new regime by taking action now.   

Some other, practical steps to take now include: 

1.    Do an internal audit: you need to understand what happens to data within the academy trust or 
school, in order to manage any risks associated with processing it.  Interview staff, go to team meetings 
and carry out questionnaires to try to understand how and what data is collected, what happens to it, 
where it is stored, who has responsibility for it and what it is used for. Undertaken. 

2.    Review policies and guidance: check your privacy notices and make sure you have an internal data 
protection policy.  These should be transparent, easily accessible and in clear and plain language. 
Undertaken. 

3.    Develop a response plan: put in place policies and procedures to ensure that you can react quickly to 
any data breaches and notify in time where required.  This could include agreed media statements, 
important or useful contacts (such as a PR company), required follow-up action and the names of the key 
people responsible for dealing with incidents.  Test the system with a dummy breach. Undertaken. 

4.    Training: give staff regular training on data protection matters.  Most breaches are due to human 
error, so effective training of staff is a key part of minimising the risks. We need to use this as an 
opportunity to reinforce current understanding of data protection procedures in our school, and the need to 
ensure data subject access requests are referred to and dealt with by a trained and dedicated data 
protection officer. Undertaken. 

5.    Review and renew your data forms:  Most schools and academies will refresh their pupil data, 
including key contacts, at the start of each new academic year.  This is an ideal opportunity to ensure that 
your data capture is up to date and includes the new requirements.  Undertaken. 

Impact of Brexit 
Even when the UK is no longer part of the EU, the Government has confirmed that domestic legislation will 
be enacted which has a similar effect to the GDPR.   

 

 

 
 


